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Abstract

The use of global navigation satellite systems (GNSS) and the associated potential of the permanent availability 
of position and precise time measurements as well are playing a more and more important role in many areas 
of our daily life. With the steadily increasing number of applications and users, it is mandatory to think not 
only about the opportunities, but also about the weaknesses and risks of satellite-based positioning. Many 
users are currently unaware of the potential threats and their effects. In recent years, GNSS applications have 
become increasingly the target of deliberate interference attacks. This paper describes the impact of intentional 
interference (i.e., jamming and spoofing) on a software-defined receiver. In case of jamming, two state-of-the-art 
mitigation strategies focusing on adaptive filtering and blanking are explained in detail and their benefits are 
shown using simulated interference signals. In case of spoofing, different detection and mitigation techniques 
are discussed and two algorithms and their results are presented in detail. 
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Kurzfassung

Die Verwendung von globalen Satellitennavigationssystemen und das damit verbundene Potential der ständigen 
Verfügbarkeit einer Position sowie einer genauen Zeitmessung spielen in vielen Bereichen des täglichen Lebens 
eine immer größere Rolle. Durch die stetig steigende Zahl von Anwendungen und Nutzerinnen sowie Nutzern 
wird es zunehmend wichtiger, sich nicht nur über die Chancen, sondern auch über die Schwächen und Risiken 
einer satellitengestützten Positionsbestimmung Gedanken zu machen. Viele Anwenderinnen und Anwender sind 
sich des damit verbundenen Gefahrenpotentials und dessen Auswirkungen derzeit nicht bewusst, obwohl in den 
letzten Jahren GNSS-Anwendungen vermehrt das Ziel von Störattacken wurden.
In diesem Beitrag werden die Auswirkungen beabsichtigter GNSS Interferenz (d.h. Jamming und Spoofing) auf 
einen softwarebasierten Empfänger beschrieben. Im Fall von Jamming werden zwei unterschiedliche Mitigati-
onsstrategien basierend auf adaptiver Filterung und Blanking im Detail erläutert sowie deren Leistungsfähigkeit 
anhand simulierter Interferenzsignale gezeigt. Im Fall von Spoofing werden unterschiedliche Detektions- und 
Mitigationsstrategien diskutiert und zwei ausgewählte Algorithmen präsentiert. 
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1. GNSS jamming

Jamming denotes the operation of drowning the 
navigation signals in high-power signals to cause 
loss of tracking lock and to prevent reacquisi-
tion so that a GNSS receiver cannot calculate a 
correct position solution. GNSS signals are par-
ticularly vulnerable to interference due to their low 
transmit power and the large distance between 
satellite and receiver. Theoretically, a 10 milliwatt 
jammer at a distance of 10 kilometres would be 
suf�cient to prevent a Global Positioning System 
(GPS) C/A-code receiver from calculating a po-
sition solution [5]. In the civilian area, jammers, 
also called personal privacy devices (PPDs), are 

used by a wide variety of user groups to protect 
privacy, to shadow criminal activities or even to 
protect critical infrastructure. For many years, 
the availability and faultless operation of GNSS 
has been taken for granted. Jamming as well as 
spoo�ng concerned military users only. However, 
recent events started a gradual paradigmatic shift 
[6]. For example, the ground-based augmenta-
tion systems (GBAS) near airports of the United 
States and Taiwan were disrupted up to 117 times 
a day, mostly caused by truck and taxi drivers 
trying to hide their routes using PPDs. In 2007, 
a US warship entered San Diego Harbour, still 
activating its jammers. This resulted in failing 
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emergency pagers, disruption and failure of the 
traf�c management system. Jammers are cheap, 
easy to buy and very effective. The jamming 
impact of intentional interference depends on the 
one hand on the interference signal power and 
on the other hand on the spectral characteristics 
of the jamming signal where different types of 
jamming signals can be distinguished. Based on 
the bandwidth of the jamming signal, they can be 
divided into narrowband, wideband and continu-
ous-wave interference. Based on the frequency 
and amplitude characteristics, a classi�cation into 
continuous wave (CW), swept-continuous wave 
(SCW), frequency modulated (FM) and amplitude 
modulated (AM) jammer is possible. 

According to [7] most jammers, available on 
the market, jam the GNSS L1/E1 band using a 
SCW signal. SCW signals are characterized by 
a constant amplitude but a periodically changing 
frequency using a saw tooth function. Apart from 
continuous jamming signals, pulsed interference 
signals exist. Following [8], pulsed signals are 
characterized by an on-off status of short dura-
tion and are mainly caused, in case of GNSS, by 
aeronautical radio navigation services (ARNS) like 
distance measuring equipment (DME) and tactical 
air navigation (TACAN). Pulsed signals can be de-
scribed by the pulse width (length of a pulse), duty 
cycle (percentage of time that is occupied by the 
pulses) and the pulse repetition rate (number of 
pulses per second). More about the classi�cation 
of interference can be found in [9]. 

1.1 Impact of GNSS jamming

Jamming signals affect both the received signal 
strength and the signal quality. In a �rst step, 
within the receiver internal signal processing 
chain, it causes a saturation of the analogue-
to-digital converting (ADC) process which may 
result in clipping (signal amplitude exceeding the 
hardware capability). The automatic gain control 
(AGC) causes a further degradation of the useful 
authentic signal, reducing the signal-to-noise ratio 
(SNR) as well as the carrier-to-noise-density ratio 
(C/N0). This increases the time needed for signal 
acquisition (if the acquisition possible at all) and, 
thus, the time-to-�rst-�x. In addition, the number 
of satellites in the signal tracking is reduced and, 
consequently, fewer observations are available 
for the position calculation. The low C/N0 also 
causes the demodulated navigation bits to �ip 
and therefore the decoding of the navigation mes-
sage may become unsuccessful. The accuracies 

of the pseudorange and phase measurements 
are signi�cantly reduced, due to the lower C/N0, 
causing a signi�cant deterioration of the position-
ing accuracy up to the total failure of the position-
ing. In case of phase measurements, cycle slips 
occur more often.

1.2 Jamming detection and mitigation
A reliable detection of jamming signals is the �rst 
step towards successful mitigation. There exist 
different detection strategies, which are based 
on observing different quantities at different 
stages of signal processing, like AGC monitor-
ing, monitoring of the spectral behaviour of the 
received signal, C/N0 monitoring, pseudoranges 
or Doppler monitoring or position, velocity, and 
time (PVT) monitoring. In order to increase the 
detection probability, different algorithms should 
be combined. After the detection, a classi�cation 
is performed to obtain the spectral characteristics 
in order to select the most proper mitigation 
strategy. The methods for classi�cation comprise 
short-time Fourier transform analysis as well as 
frequency response analysis. Once the interfer-
ing signal is detected and classi�ed, mitigation 
strategies can be applied. According to litera-
ture, mitigation strategies can be de�ned in the 
frequency, in the time, and in the space-time 
domain, where each domain offers its advantages 
and disadvantages. In general, the frequency 
domain is used to �lter out harmonic components 
of the interfering signal but preserving as far as 
possible the authentic signal. It is effective if the 
interfering signal occupies only a limited portion 
of the spectrum. The time domain is useful in 
case of pulsed interference. One technique, called 
Pulse Blanking (PB), monitors the quantized digi-
tal signal values. If a sample exceeds a de�ned 
threshold, the affected samples are set to zero. 
Other methods are clipping, limiting, or adaptive 
analogue-to-digital conversion, which are used 
to prevent the digital receivers from saturating, 
and mitigate in particular the in�uence of high 
energetic pulsed interferences. The performance 
of these algorithms is limited by the duty cycle. 
Time-space domain techniques use multiple 
antennas (i.e., antenna arrays) to perform a digital 
beamforming or null steering in order to virtually 
make the antenna insensitive towards the direc-
tion of interference signal arrival. Since most of 
the jamming signals are either SCW or pulsed, this 
paper focuses on the frequency and time domain, 
investigating the performance of Adaptive Notch 
Filter (ANF) and the PB algorithms.
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A notch �lter is a band-stop �lter with a large 
passband frequency response and a very narrow 
portion of a rejection spectrum [8]. The frequency 
response of a notch �lter is shown in Figure 1.

The notch �lter is characterized by the attenu-
ation bandwidth, which de�nes the bandwidth of 
the rejection spectrum. A low-bandwidth notch 
�lter removes only a narrow portion of the spec-
trum, while the remaining signal is not or only by 
a few dB suppressed. If the attenuation band-
width is set too large, the interfering signal will 
be attenuated and also parts of the useful signal 
may be suppressed. The NF represents a good 
strategy for mitigating interference if the jamming 
frequency is known and constant. In most cases, 
however, the frequency is an unknown parameter 
that changes its value over time. In this case, the 
ANF can be used. Adaptive notch �ltering aims 
to estimate the unknown frequencies of periodic 

components buried in noise and/or retrieve such 
periodic components [10]. To estimate the (chang-
ing) frequencies, an adaptive unit is used. The 
basic structure for the bipolar ANF with an adap-
tive unit is shown in Figure 2.

In Figure 2, yIF (n) represents the input signal 
sample and xIF (n) denotes the �ltered output sig-
nal. The numerator of the �lter transfer function 
is de�ned as a moving average block and the 
denominator represents the autoregressive (AR) 
block [8]. The jammer frequency detection algo-
rithm is based on the removal of the constraint 
on the location of the �lter zeros in the complex 
plane. According to [8], their amplitude is adjusted 
by the adaptive unit. More information on the ANF 
design and implementation methods is provided 
in [10], [11] and [12].

Beside the attenuation bandwidth, the ANF 
uses an additional input parameter, called forget-
ting factor. The forgetting factor, which has to be 
chosen between zero and one, determines how 
fast the �lter can react to frequency changes and, 
thus, how stable the notch frequency can be esti-
mated over time. A forgetting factor of zero means 
that the ANF uses no information of the previous 
notch frequency estimation for the computation 
of the actual frequency. A forgetting factor close 
to one means that the ANF uses only information 
from the previous epoch to compute the current 
notch frequency. A smaller forgetting factor caus-
es a faster reaction on frequency changes, which 
is very important for jammers with fast frequency 
changes like SCW or FM jamming signals. On the 
other hand, the variance of the notch frequency is 
increased resulting in a lower stability of the ANF Fig. 1: Frequency response of the notch filter

Fig. 2: Basic structure of the adaptive notch filter
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and a lower quality of estimation. A larger forget-
ting factor will result in a more stable solution but 
may respond to the frequency changes with some 
delay. This is usually used in case of AM or CW 
signals.

As mentioned before, ANF is mainly used in 
case of continuous interfering signals. In case of 
pulsed interference, a time domain approach – 
pulse blanking (PB) – is more suitable. The PB 
technique is a low-cost and low-complexity pre-
correlation technique that is applied on the data 
after the ADC and prior to the AGC and acquisi-
tion. 

The quantized incoming digital signal values are 
constantly monitored and if a sample, containing 
interference, exceeds a de�ned threshold, the af-
fected samples are set to zero. The pulse detec-
tion relies on the fact that the pulses are short 
and have a signi�cant higher amplitude than the 
GNSS signal. The pulse detection may be done 
using different techniques, like analogue power 

measurements, analysing the histograms of the 
ADC output levels or by instantaneous power es-
timates [13]. From the input samples, the received 
power can then be calculated and compared to a 
decision threshold. The data can be additionally 
smoothed using a �lter or a moving average. Fur-
thermore, the setting of a threshold is important. 
The threshold has to be chosen low enough to 
detect (weak) pulsed interference signals, but it 
has to be chosen high enough to not zero too 
much of the useful signal. Therefore, a plausible 
threshold for suppression has to be found. [14] 
investigated the choice of a decision threshold 
for pulse blanking. The smallest signal degrada-
tion (-8.1 dB) happened at a decision threshold 
of -117.1 dBW. The PB method shown in Figure 3 
demonstrates the impact on the complex signal. 

The pulse blanking is not the perfect technique 
because during the pulse zeroing not only the 
pulse is suppressed, but also the useful GNSS 
signal. Many pulsed signals have a Gaussian 

Fig. 3: The principle of pulse blanking (left without PB and right after PB)
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shape, which means that the pulse borders hav-
ing a smaller power and amplitude are not sup-
pressed at all [8]. Pulse blanking has to be done 
using a multi-bit ADC. If a single bit ADC is used, 
all samples have the same magnitude and it is 
not possible to distinguish between interference 
and useful signal. Furthermore, the pulse blanking 
should happen before the AGC. The AGC equals 
the signal samples and, thus, no pulse detec-
tion by amplitude discrimination is possible after 
that. The pulse blanking is widely-used in aviation 
scenarios.

2. GNSS spoofing

Spoo�ng denotes the manipulation, deception, or 
counterfeiting of GNSS signals with the aim to set 
a receiver to a wrong position by means of delib-
erately manipulated signals or to manipulate the 
time signal in a targeted manner. Meaconing can 
be considered as the simplest form of spoo�ng. In 
this case, the attacker records real GNSS signals 
and reradiates them again with a minor delay 
and with a slightly higher signal power compared 
to the original signal. As a result, the attacked 
receiver processes the delayed signals instead of 
the true ones and, thus, calculates an incorrect 
position solution. In contrast, a spoofer generates 
GNSS signals that match a previously set receiver 
position and transmits them at a slightly higher 
power. Depending on the effort, spoo�ng is clas-
si�ed into simple, advanced, and sophisticated 
attacks [8], depending on the equipment used and 
sophistication of the take-over algorithms. 

For performing a spoo�ng attack, a GNSS sig-
nal simulator, sometimes in combination with a 
reference receiver, is used to generate and broad-
cast the counterfeit signals of visible satellites 
that are in the victim's view. In a �rst step, the 
spoofer tries to alter Doppler and code-offset of 
its broadcast signals to align with the ones from 
the real satellites. After a successful alignment, 
the correlation peak of the fake signal overlays 
with the authentic one. At this point, the power of 
the spoo�ng signals is still kept low, showing no 
indications to the victim. Now the attacker slowly 
increases the power of its signals until the victim’s 
receiver tracking loop locks onto them. Once the 
receiver has been taken over, the spoofer can 
drag away its correlation peak by altering the 
broadcast signal properties as desired, yielding a 
false PVT solution for the victim’s receiver.

Figure 4 shows the correlation function of 
one tracking channel of a victim receiver during 

a spoo�ng sequence. The blue line shows the 
correlation function of the authentic signal with 
the generated replica signal within the receiver. 
The three red dots indicate the early, prompt and 
late (EPL) correlation values. The green line rep-
resents the correlation function of the spoo�ng 
signal with the replica, while the red line shows the 
correlation function of the sum of the authentic 
and spoo�ng signal. At the beginning, no spoo�ng 
signal is present. At a certain point of time, the 
spoo�ng signal is visible but does not in�uence 
the EPL correlation values. Once the spoo�ng 
signal starts to interact with the authentic signal, 
the EPL values are affected and the power of the 
spoo�ng signal is increased. After the EPL cor-
relations values have been taken over, a drag-off 
is done and the spoofer has gained control over 
the tracking loop. The threat of spoo�ng is no �c-
tion but has rather become reality in recent years. 
Referring to [15] and [16], several incidents have 
been reported in the past. 

2.1 Spoofing detection and mitigation

As in the case of jamming, detection of counterfeit 
signals is a prerequisite for mitigation algorithms 
and serves as a warning to the user not to trust 
the PVT solution any longer. Mitigation algorithms 
aim at maintaining the nominal receiver opera-
tions and trying to guarantee that no hazardously 
misleading information (HMI) is produced and 
used. In addition, some strategies aim at locating 
the source of the emitted false signals so that ap-
propriate action can be taken. There exist differ-
ent state-of-the-art spoo�ng detection methods 
that use different results of the internal receiver 
signal processing for detection. In case of static 

Fig. 4: Spoofing attack seen from victim’s tracking 
channel point of view
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applications, the PVT output can be monitored. 
Since a spoo�ng signal must have higher power 
compared to the authentic signal to successfully 
spoof the receiver, the received signal power can 
be used as an indicator. Also, the estimated SNR 
and C/N0 values can be used for detection since, 
in case of spoo�ng, they are expected to be 
higher due to the increased signal power. In case 
of a dynamic application, the carrier phases of 
different authentic satellite signals vary differently 
based on the motion of the receiver and the as-
sociated direction of signal arrival. This is not the 
case if the spoo�ng signals are transmitted from 
a single antenna since during a spoo�ng attack 
the authentic signal is still present (cf. Figure 4). 
By monitoring the full cross-correlation func-
tion, instead of EPL values, multiple correlation 
peaks appear. Another detection and mitigation 
method is based on estimating the direction of the 
spoo�ng signal arrival. This can be achieved by 
a combined signal processing of multiple anten-
nas, as will be described later. Other methods 
rely on receiver autonomous integrity monitoring 
(RAIM), consistency checks with other sensors 
(e.g., inertial measurement units) or cryptographic 
authentication of the satellite signal. 

Within [17] a detection method based on spatial 
correlation of Doppler residuals was investigated. 
This principle exploits the property of high cor-
relations between signals emitted by the same 
source. Referring to [18], measurements coming 
from a single source have essentially the same 
power spectral density and virtually the same 
channel gain for any space-time point. If a re-
ceiver is static, all channel gains of the authentic 

and spoofed signal pairs are similar and, thus, 
highly correlated. But as soon as the receiver 
starts moving, the gains based on the authentic 
satellites quickly de-correlate over time. This ena-
bles a distinction between authentic and spoofed 
signals. [17] investigated this method using Dop-
pler measurements. By comparing the measured 
Doppler frequency and the theoretical one, the 
spatial correlation of the spoo�ng signals is high 
in case the receiver is moving. Figure 5 shows 
the residual Doppler values (differences between 
measured Doppler frequencies and theoretical 
ones) during a spoo�ng event, where only two 
satellites (i.e. PRN8 and PRN21) out of eight have 
been spoofed for a kinematic receiver. 

While the residual Doppler values sourcing from 
the authentic satellites randomly scatter around 
0 Hz, the two spoofed satellite signals show de-
viations of up to 80 Hz. As shown in Figure 6, 
the correlation values are high during the whole 
time span of around two minutes due to the same 
relative movement of the receiver. The cross-
correlation coef�cient between PRN8 and PRN21 
is 1, while the other values are close to zero. 
Note that the correlation for every signal with itself 
(auto-correlation) also yields 1.

By using multi antenna arrays, the direction 
of arrival of incoming signals can be estimated. 
Some algorithms offer the estimation of several 
signal sources simultaneously depending on the 
number of array elements. For the case of authen-
tic GNSS satellites, every signal is received from a 
different direction at the antenna. There are several 
types of antenna arrays. Uniform linear arrays or 
uniform circular arrays are the most popular ones. 

Fig. 5: Difference between measured and theoretical 
Doppler

Fig. 6: Spatial correlation coefficients for residual Doppler
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The more elements an array contains, the more 
stable is the estimation of the direction of arrival 
parameters. Referring to [19], the element spacing 
is important to avoid ambiguities in the estimated 
direction angles. For proper results, a spacing of 
equal or less than half the wavelength l of the 
incoming signal is preferred. This limits the size of 
arrays in case of GNSS, where high frequencies 
for signal propagation are used. [20] describes 
several techniques for direction of arrival estima-
tion. As examples, beamforming techniques and 
subspace-based methods are mentioned. The 
latter one has proven to deliver reliable results 
in case of closely spaced signal sources. One of 
these subspace-based methods is the multiple 
signal classi�cation (MUSIC) algorithm. In case 
the algorithm detects an attack, the multi-antenna 
array can be utilized to determine the direction of 
arrival of the spoo�ng signals and, thus, perform 
a null steering. More information on the MUSIC 
algorithm is provided in [17]. 

3. Results

To evaluate the described detection and mitigation 
strategies, the GNSS multisystem performance 
simulation environment (GIPSIE®), developed by 
TeleConsult Austria GmbH, was used. The soft-
ware is capable of simulating GNSS intermedi-
ate frequency (IF) signals. It supports all GNSS, 
regional and augmentation systems, which are 
currently available for satellite-based navigation. 
It enables the simulation of IF signals of multiple 
systems on different signal bands, the simulation 
of tropospheric and ionospheric path delays, and 
the simulation of jamming, spoo�ng and multipath 
signals. Furthermore, different RF front-ends with 
arbitrary settings can be simulated. It was used 
for this work for simulating different jamming and 
spoo�ng signals for GPS L1 C/A and Galileo E1B 
signals. Figure 7 illustrates a part of the graphical 

user interface, where the satellite systems and 
signals can be selected for simulation. More infor-
mation on GIPSIE® can be found in [21].

3.1 Results of jamming mitigation

To evaluate the previously described jamming 
mitigation techniques, two simulations using 
the GIPSIE® simulator were made. In the �rst 
simulation, a swept-continuous wave jammer was 
simulated to evaluate the performance of an ANF. 
The IF signal was simulated using a sampling fre-
quency of 40 MHz and an intermediate frequency 
of 0 MHz. The number of the quantization bits 
was set to 8. Altogether nine GPS and ten Galileo 
satellites were simulated. The SCW jammer has 
a frequency offset of 0 Hz, a sweep bandwidth 
of 40 MHz and a sweep duration of 18 μs. The 
jamming event has a duration of 10 seconds. To 
evaluate the effect of the jammer power on the 
results, the jammer power was varied. At the 
beginning it was set to -120 dBW. Then it is in-
creased in the �rst �ve seconds to -110 dBW and 
then stays constant till the end of the interference 
event. The spectrogram of the simulated signal is 
shown in Figure 8.

The simulated signal was then processed within 
a software-de�ned GNSS receiver [22]. The C/N0 
during the interference event for Galileo is pre-
sented in Figure 9.

During the interference event the C/N0 de-
creases depending on the jamming signal power: 
the stronger the jamming power, the lower the C/
N0. The receiver loses track of some satellites, 
due to the jamming signal characteristics and the 
high power. Figure 10 shows the differences of the 

Fig. 7: Graphical user interface of GIPSIE® Fig. 8: Spectrogram of the simulated SCW jammer
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computed positions with respect to the simulated 
reference position during the jamming event.

The coordinate differences to the reference 
position get higher during the interference event. 
Due to the low C/N0, the tracking gets inaccurate 
resulting in erroneous pseudorange measure-
ments for all satellites. Furthermore, the tracking 
to some satellites is lost, which means that less 
observations for the least-squares-adjustment 
are available, worsening the geometry. In the 
next step, the ANF was applied on the simulated 
signal. Different combinations of the input param-
eters were tested. The optimum solution – chosen 
for further calculations – was achieved using a 
forgetting factor of 0.3 and an attenuation band-
width of π/3. The spectrogram of the �ltered signal 
is shown in Figure 11.

Figure 12 shows the coordinate differences of 
the obtained position solution with respect to the 
reference after applying the ANF.

The ANF �lters out the interference part of the 
incoming signal which increases the C/N0 values. 
This prevents the receiver from losing tracking 
to satellites; therefore a stable PVT solution can 
be obtained. However, the C/N0 is slightly lower 
compared to the interference-free event. The rea-
son for that is that the ANF suppresses not only 
the interfering signal, but it suppresses also a part 
of the useful signal. This reduces the carrier power 
and decreases the C/N0. 

For evaluating the PB algorithm, a pulsed jam-
ming signal was simulated using the GIPSIE® 
simulator, with a pulse width of 3.5 μs and a duty 
cycle of 0.6. The effect of PB on the simulated 
signal was already shown in Figure 3. First, the 
data were processed using the software-de�ned 
receiver without applying the pulse blanking algo-
rithm. The C/N0 during this interference event is 
shown in Figure 13.

Fig. 9: C/N0 of the Galileo satellites without activating 
the ANF

Fig. 10: Difference to the reference position during the 
SCW jamming event

Fig. 11: Spectrogram of the filtered data

Fig. 12: Coordinate differences to the reference position 
after filtering out the jamming signals
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Due to the high duty cycle, the receiver loses 
track of all satellites. After applying the BP algo-
rithm on the simulated signal, every satellite could 
be kept in tracking and only a small reduction of 
the C/N0 is visible, as shown in Figure 14. 

It has to be mentioned that the duty cycle is 
an important parameter for the signal process-
ing. The higher the duty cycle, the smaller is the 
amount of useful received signal, which causes 
worse tracking and positioning quality. The main 
problem of the pulse blanking algorithm is the 
pulse detection, especially the choice of the deci-
sion threshold.

3.2 Results of spoofing detection

Based on the investigation of residual Doppler 
correlations, an effective detection and mitigation 
algorithm has been developed and presented in 
[17]. For investigating the performance of the pro-
posed algorithm, a scenario has been simulated 
within the software GIPSIE®. For this scenario, 
eight authentic GPS C/A-code satellite signals on 
the L1 frequency have been simulated together 
with the same set consisting of spoofed signals. 
Furthermore, a receiver movement with an arbi-
trary motion pattern was simulated. These two 
sets imitated all signals tracked inside a software-
de�ned radio during an attack. Based on the 
proposed algorithm in [17], a coarse classi�cation 
of the individual signals is performed by using 
the measured C/N0 values. In case a false clas-
si�cation was made, a further distinction through 
iteration was executed. For this test, a worst case 
scenario has been generated, where two sets 
(eight satellites per set) were misclassi�ed by the 
algorithm. This resulted in sets consisting of four 
authentic and four spoofed signals each.

Figure 15 shows the resulting Doppler residuals 
for a time span of about two minutes, where the 

theoretical Doppler values were processed using 
a spoofed PVT output due to misclassi�cation. 
PRN1 to PRN11 are authentic satellites, whereas 
PRN14 to PRN21 are spoofed. Afterwards, the 
algorithm started its sorting process. The whole 
time series was divided into data snapshots of 
equal length, where each snapshot was pro-
cessed individually. Figure 16 shows Doppler 
residuals of the two processed data sets, where 
the �rst half of the time series has already been 
sorted correctly.

As can be seen on the left, no correlations be-
tween the single signal pairs are present. After 55 
seconds, the Doppler residuals on the right ex-
ceed the values of 80 Hz due to the inconsistency 
of the data sets. Figure 17 shows the �nal result 
after the algorithm has processed all data snap-
shots. As expected, the algorithm has correctly 
classi�ed the signals. The Doppler residuals show 
a highly correlated pattern for the spoofed set, 
representing the relative motion of the receiver 

Fig. 13: C/N0 of the pulsed interferer without pulse blan-
king

Fig. 14: C/N0 after pulse blanking

Fig. 15: Doppler residuals for misclassified PVT set (50% 
authentic, 50% spoofed)
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Azimuth [°] Elevation [°] Rel. power [°] Distance [m]

Spoofer 1 136 36 20 1000

SP2 45 85 16 1000

SP3 295 12 18 1000

Tab. 1: direction of arrival properties of simulated spoofing signals

Fig. 16: Rearranging misclassified authentic (left) and spoofed (right) PVT set

with respect to the spoofer. The sudden jumps in 
the values occur when the receiver changed its 
direction in the trajectory.

For assessing the performance and accuracy of 
the previously discussed MUSIC algorithm, three 
spatial distributed spoo�ng signals were simu-
lated using GIPSIE®. The uniform circular array 
was simulated as eight individual receivers within 
a radius of 9 centimetres.

The reference azimuth and elevation between 
the centre of the uniform circular array and the 
respective spoofer are listed in Table 1. Further-
more, the relative power between the emitted 
counterfeit signals and the authentic ones is given 
along with the distances. As can be seen, the 
distances between every spoofer and the centre 
of the uniform circular array is the same. 

A MUSIC estimation has been performed where 
signals from the three spoo�ng signals where 

Fig. 17: Correctly sorted authentic (left) and spoofed (right) PVT set
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arriving at the array. For peak searching, a grid 
resolution of 0.5 degrees was used. Beamforming 
was applied, to increase the performance of the 
algorithm as well as the spatial resolution of the 
spectrum in case of coherent signals. Figure 18 
shows the respective 2D and 3D MUSIC spectrum 
in the presence of the three spoo�ng signals.

On the 3D spectrum, the x- and y-axis denote 
the azimuth and elevation angle respectively, while 
the z-axis shows the spectrum power in decibel. 
The algorithm had no problem determining the 
correct angle pairs of the sources when compared 
to Table 1, where peaks close to the reference 
values for azimuth and elevation are visible. It is 
remarkable that the second spoofer has the worst 
resolution, especially in its azimuth. The reason for 
this is the weaker power of this spoofer compared 
to the others (4 dB weaker as compared to Spoof-
er 1 and 2 dB weaker as Spoofer 3). All present 
spoo�ng signals are correlated with a connecting 
region where the spectrum is around -30 dB.

4. Conclusions

The impact of jamming and spoo�ng is described. 
In order to provide a reliable and robust PVT solu-
tion, GNSS interference caused by jamming and 
spoo�ng has to be detected, classi�ed and then 
mitigated. 

Referring to jamming, the adaptive notch �lter 
(ANF) and pulse blanking (PB) successfully sup-
press the jamming signals. This results in a reduc-
tion of the noise level of the signal and causes an 
increase of the C/N0 and a more accurate PVT 
solution. In addition, in many cases it prevents the 

receiver from losing the tracking to the satellites 
and enables a calculation of the PVT solution. 

The ANF estimates the interfering frequency 
and �lters it out. The choice of the input param-
eters of the ANF, the forgetting factor and the 
attenuation bandwidth, is very important. 

The PB algorithm shows good results for miti-
gating pulsed interference. The main problem of 
PB is the pulse detection, which might reduce the 
performance of the algorithm.

Referring to spoo�ng, the correlations of Dop-
pler residuals have been exploited to successfully 
detect an ongoing spoo�ng attack and further 
mitigate it by correctly classifying the tracked 
signals into authentic and spoofed sets. A direc-
tion of arrival estimation based on multiple signal 
classi�cation (MUSIC) for several spoo�ng sig-
nals has been successfully demonstrated with 
a simulated antenna array. With the simulated 
eight-element array, directions of arrival for three 
spoo�ng signals were simultaneously determined 
without performance losses in terms of accuracy 
and computation time.
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